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Cryptography

Confidential communication through cipher techniques 
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Weakness: key transmission

One time pad 
(20th century)



Quantum key distribution (QKD)

Secure key transmission (guaranteed by the laws of nature)

Proposed by Ch. Bennett and G. Brassard in 1984

Two quantum-mechanical ingredients:
 
• Quantum uncertainty 

• No-cloning theorem



Quantum key distribution (QKD)

A photon is a wave and a particle

Wave: polarization Particle: one “path” or “the other”



BB84 QKD protocol (Bennett-Brassard 1984)
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BB84 QKD protocol (Bennett-Brassard 1984)

Quantum key distribution (QKD)



Why is QKD secure?

Quantum key distribution (QKD)

Eve



Spanish plan on Quantum Communications

CESGA

VQCC

Single long link

100km

 Goals

1. Set up a QKD fibered link between Santiago and Vigo

Current status:

– Fibers VQCC-CESGA: up for tender
– QKD equipment: preparing tender

2. Demostrate minimum 2 use-case demos 

 Currently exploring:

i. GRADIANT: 5G/drones 
ii. UPM: transnational QKD+postquantum link



Spanish plan on Quantum Communications

CESGA

VQCC

Single long link

100km

UPM ICFO

+ postQ-QKD

 Goals

1. Set up a QKD fibered link between Santiago and Vigo

Current status:

– Fibers VQCC-CESGA: up for tender
– QKD equipment: preparing tender

2. Demostrate one use case

 Currently exploring:

i. GRADIANT: 5G/drones 
ii. UPM: transnational QKD+postquantum link

UPV
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